Vyjadreni vedeni Univerzity Karlovy
ke kybernetickému incidentu

English see below

Univerzita Karlova v poslednich dnech feSi zavazny kyberneticky bezpecnostni incident, pfi némz do$lo ke kompromitaci
jedné zwebovych aplikaci a nasledné k neopravnénému pfistupu k udajam centralniho Studijniho informaéniho systému
(SIS). Dosavadni technické Setfeni potvrdilo, Ze Utocnik neopravnéné ziskal a stahl ¢ast udaji evidovanych v SIS,
véetné osobnich udaju. Pfesny pocet dotéenych osob, Uplny rozsah ziskanych informaci a jejich pfipadné dalSi zneuziti
jsou pfedmétem pokracujiciho Setfeni. Univerzita bezprostfedné po zjisténi incidentu pfijala bezpecnostni opatfeni
sméfujici k omezeni jeho dopadl a zabezpeceni dotéenych systémui. Kompromitovana aplikace byla odstavena a byly
zabezpedleny pfislusné pfistupy.

Specializované kyberbezpecénostni a IT tymy univerzity ve spolupraci s fakultami nadale provéfuji rozsah incidentu a
jeho mozné dopady. Univerzita Karlova incident oznamila Narodnimu ufadu pro kybernetickou a informacni bezpecnost
(NUKIB) a soudasné podala trestni oznameni na neznamého pachatele. Univerzita postupuje rovnéz v souladu s
povinnostmi v oblasti ochrany osobnich udaji a vyhodnocuje potfebna opatfeni vici dot€¢enym osobam.

O dalSich potvrzenych zjisténich a relevantnich opatfenich bude Univerzita Karlova informovat s ohledem na prabéh
Setfeni a bezpec€nostni aspekty feSeni incidentu.
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Statement by Charles University Administration Regarding a
Cybersecurity Incident

In recent days, Charles University has been addressing a serious cybersecurity incident in which one of its web
applications was compromised, resulting in unauthorized access to data in the central Student Information System (SIS).
The technical investigation to date has confirmed that the attacker unlawfully obtained and downloaded a portion of the
data stored in the SIS, including personal information. The exact number of individuals affected, the full scope of the
information obtained, and any potential further misuse of that information are the subject of an ongoing investigation.
Immediately after discovering the incident, the university implemented security measures aimed at mitigating its impact
and securing the affected systems. The compromised application was taken offline, and the relevant access points were
secured.

The university’s specialized cybersecurity and IT teams, in cooperation with the faculties, continue to assess the scope of
the incident and its potential impacts.Charles University has reported the incident to the National Cyber and Information
Security Agency and filed a criminal complaint against an unknown perpetrator. The university is also proceeding in
accordance with its obligations regarding personal data protection and is evaluating the necessary measures to be taken
regarding the affected individuals.

Charles University will provide updates on further confirmed findings and relevant measures, taking into account the
progress of the investigation and the security aspects of resolving the incident.
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