Kyberincident na UK: Nepotvrdilo se
plosné napadeni uzivatelskych ucétu

English see below

Dosavadni vnitini Setfeni kybernetického bezpeénostniho incidentu na Univerzité Karlové nepotvrdilo plosné
napadeni uzivatelskych Guctd ani naruseni provozu centralnich informaénich systému univerzity. Univerzita
Karlova bezprostfedné v reakci na nedavny kyberutok pfijala fadu bezpecnostnich opatfeni. Jeji odborné tymy
identifikovaly a zabezpecily dotéené systémy a podnikly kroky, které maji zabranit pfipadnému dalSimu zneuziti
pFistupovych udaju. Soucasti téchto preventivnich opatfeni je také e-mailova vyzva vSem studujicim a zaméstnancim
univerzity ke zméné hesel do Centralni autentizacni sluzby UK (CAS). Neznamena to vSak, ze utocnici prolomili hesla
nebo ziskali pfistup k uctim vsech uzivateli. Cilem vSech opatfeni je predejit moznému zneuZiti pfihlasovacich
udajll a posilit zabezpeceni univerzitnich systém( do budoucna.

Univerzita Karlova situaci nadale provéfuje ve spolupraci se svymi odbornymi pracovisti a pfisluSnymi organy. Podle
vysledku Setfeni bude pfijimat pfipadna dal$i opatfeni na ochranu informacnich systému a osobnich udaji studujicich
i zaméstnanc(. S ohledem na probihajici bezpeénostni Setieni, ochranu univerzitnich systému a podané trestni
oznameni na neznamého pachatele nemuize univerzita v tuto chvili zvefejiiovat dalSi podrobnosti o tomto
kybernetickém incidentu.
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Cyber incident at Charles University: No widespread
compromise of user accounts or disruption to central IT
systems has been confirmed

The internal investigation into the cyber security incident at Charles University has so far not confirmed any widespread
compromise of user accounts or disruption to the university’s central IT systems. Charles University immediately adopted
a number of security measures in response to the recent cyberattack. Its specialist teams have identified and secured the
affected systems and taken steps to prevent any further misuse of login credentials. These preventative measures also
include an email sent to all students and university staff urging them to change their passwords for the Charles University
Central Authentication Service (CAS). However, this does not mean that the attackers have cracked the passwords or
gained access to all users’ accounts. The aim of all these measures is to prevent any potential misuse of login details
and to strengthen the security of the university’s systems in future.

Charles University is continuing to investigate the situation in collaboration with its specialist departments and the
relevant authorities. Depending on the findings of the investigation, it will take any further measures necessary to protect
information systems and the personal data of students and staff. In view of the ongoing security investigation, the need
to protect the university’s systems and the criminal complaint filed against an unknown perpetrator, the university is
unable to disclose any further details about this cyber incident at this time.
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